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Computer Security

Question 1

10 marks

a)  What is the difference between a threat and an attack?
b)

c)

Question 2

10 marks
a) Is DES an onto function? That is, is every possible 64-bit string the result
of encrypting some other 64-bit string? Why?

b)

Question 3

10 marks

a) For Kerberos version 4, why is the authenticator field not of security
benefit when asking the KDC for a ticket for Bob, but useful when logging
into Bob?

b) Design a modification to MD2 to handle messages which are not an
integral number of bytes. Design it so that messages that are an integral
number of bytes have the same digest value as with the existing MD2.

Question 4
10 marks

a)

b) Consider a system which an intrusion detection system which is based
on Statistical Profiles. The learning process for the system consisted of
example log session by system administrators over a weekend. Not
surprisingly the system seems unable to detect instrusions. Which of the
following would you recommend:

* Replacing the system

* Adding additional detection functions

* Redoing the basic learning process

* Some combination of the above
Provide justifications for your answer
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Computer Security

Question 5
10 marks
a)

b)  The following algorithm is designed for mutual authentication. However,
it is has flaws. Identify those flaws and give a corrected version of the

protocol.
A->B:ID R,
B->A:K,(R}
Question 6
10 marks

a)
b)  The following protocol uses nonces. Which of the nonces must be
unpredictable and why?

A->KDC: N,, ID,, ID,

KDC ->A: K,(N,, ID, K,, K,{ID,, K,,}}
A->B: KJID, K.}, KN
B->A:  KN,1,N,}
A->B:  KN,-1)

AZ}
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