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Abstract— This paper introduces project TITAN, which inves-
tigates an alternative construct of residential broadbandaccess.
The aim of the project is to increase the utilisation of deployed
broadband capacity such as xDSL and cable modem connections.
In order to achieve this, we propose a Collaborative Community
Network (CCN) where residential broadband users contribute
their spare broadband capacity to other users over a wireless
medium, to form a collaborative community wireless Internet
access network. Our novel design has the strength that it can
provide high data-rate wireless Internet access by utilising existing
infrastructure, while utilising the community pool of network
resources to provide a distributed network management. We
build an autonomous high capacity wireless access network
using a combination of cognitive wireless access mechanisms
and a distributed processing platform to continuously optimise
the configuration and utilisation of the network. A novel and
interesting consequence of our architecture is a paradigm shift in
terms of the boundary between service providers and consumers.
In our model, consumers collaborate with the service providers
to achieve the goals of high availability, high capacity wireless
network access.

This paper introduces the TITAN model and functional com-
ponents and discuss the main research challenges associated with
the model.

Keywords- wireless networks, access network, wireless In-
ternet, WLAN, DSL.

I. I NTRODUCTION

Wireless access has proven itself a winner with consumers,
providing mobility and ease of use. However, there is an
inherent limitation in the capacity of wireless networks where
achievable data rates are proportional to the number of
terminals in each cell. As the number of terminals grows
and therefore the required data rate grows, due to the finite
spectrum the cell size has to shrink. Because of this constraint,
it is not possible to provide more than low to moderate data
rates over wide area wireless networks. High capacity wireless
will only be achieved as cell sizes go towards Wireless LAN
(WLAN) configurations.

WLAN technology has shown a real promise, providing
wireless networking at high data-rates to a low cost. There
has been tremendous success in marketing WLAN systems
as evidenced by the revenue generated from selling WLAN
hardware. It has been reported that the worldwide wireless
LAN hardware revenue reached $ 2.5 billion in 2003, an

increase of 56% from 2002, primarily driven by strong wire-
lessgateway growth[11]. Coupled with the gateway devices,
WLAN technology provides a promising platform for high
data-rate wireless Internet access.

Wireless Hotspots efforts began with a great promise to offer
wireless Internet access by setting up WLAN access points
(AP) at popular sites, such as shopping malls, airports, etc.
However, a major obstacle in deploying large scale WLAN
networks is the inherent cost in maintaining a large number
of sites, making the business case for such networks non-
profitable. The Hotspot model was no exception and the
initial business models were soon invalidated. They incurred
an excess cost in infrastructure installation and maintenance,
leading to a net loss. A new way of providing wireless Internet
access which can circumvent these costs is therefore of prime
interest.

Another current strong trend is the roll out of broadband
services primarily through the reuse of existing infrastructure
deployments, e.g. ADSL over copper pairs and shared access
over cable networks. In addition, wireless broadband providers
are deploying wide area data networks for low to medium
capacity access. The fixed access networks have a significantly
higher capacity in terms of aggregated data rates than the
wireless networks, and are largely under-utilised resources.
Typically, the deployed capacity to homes (home-Local Ex-
change) is not utilised more than a small fraction of the
time whereas the aggregated Local Exchange-core utilisation
is higher. Wide area wireless networks on the other hand are
deployed at a rate where access utilisation is much higher and
the network density grows with the utilisation.

In order to capitalise on the installed base of broadband In-
ternet access in existing (residential) sites, and to provide low-
cost high data-rate wireless Internet access, we propose a new
architecture called Collaborative Community Network (CCN).
CCN can increase the utilisation of already deployed fixed
broadband access to residential sites through a novel modelof
collaboration between access providers and consumers. CCN
aims to provide true high capacity wireless Internet access
in a very cost-effective manner. This architecture provides
consumers with the ability to use true broadband mobile
services and the service providers with a higher return on



investment (ROI) of the last hop.
The rest of the paper is organised as follows. Section II pro-

vides an overview of the CCN architecture. A brief discussion
on related architectures is provided in section III, followed by
a discussion on the functional components of CCN and issues
that need to be investigated in section IV. As the proposed
architecture opens up private network components for public
use over the wireless medium, strong security measures are
required. We discuss the security requirements and challenges
of CCN in section V and finally conclude the paper with a
note on our current research directions.

II. OVERVIEW OF CCN

In our model, consumers (home users) contribute the sites
for WLAN base stations (Access Points) to the network
by purchasing a wireless subscription package consisting of
Internet access via a wireless gateway (WG). Access through
other base stations or WG is offeredprovidedthat other con-
sumers can utilise spare capacity over each other’s residential
broadband connections and wireless networks. The resource
sharing is completely transparent to the users and does not
impose any limitations in their own experience through the use
of priorities. In other words, when a consumer is not utilising
resources of his/her own disposal, only then are they lent to
other users. Thus, a collaborative access network is created
for high-speed Internet access of wireless devices.

Such a network has some properties that need careful
addressing. Since no player can be made responsible for the
planing and management of equipment (as is the case with
traditional public access networks), the network in itselfwill
have to provide these functions. Issues such as load balancing,
redundancy and fault tolerance will have to be implemented
in the residential site equipment rather than centrally under
operator management. The role of the service provider will
instead be overall policy enforcement and management of the
core network.

In order to provide such functions, the access network
components will have to collaborate in a fully distributed
fashion. All connectivity layers of the communication model
will be affected and will have to be constructed in such a
way to make the network collaborative. The collaborative
mechanisms can be divided into two groups, the physical
layer and medium access (MAC) group and network layer
functions group. In this project we envisage a division of
these mechanisms over two functions in a wireless residential
gateway. The physical layer and MAC group mechanisms will
be carried out by the AP function and the network layer
functions by the border gateway function.

There are two main scenarios in which resources can
be shared depending on the wireless coverage. In case the
wireless APs are not overlapping, resources can be lent to
visiting nodes so that spare capacity is utilised. This modeis
the most fundamental and easiest to realise. However, since
the occupants at the AP site should have precedence over
visitors the variability of resource availability might behigh. In
the second scenario, if there is overlapping wireless coverage

Fig. 1. Collaboration via spare capacity sharing in CCN

resources can be shared among visitors and the occupants
at the AP sites. In this case, the possibilities of resource
allocation become more interesting in that individual flows
can be admitted over different APs in order to maximise the
aggregatedresource allocation. The cost of operating in such
a mode is increased complexity in the access network.

Figure 1 sketches a simple example of the second scenario.
In the scenario there are three partially overlapping APs,
each connected to the Internet via ADSL links with different
capacity. The laptop is a visiting mobile node at the site. Even
though the highest capacity access link is the 256/1500 kbps
ADSL connection, it is not selected for admitting flows from
the laptop since the owner of that link is using much of its
capacity. Instead one of the two other available APs will admit
connection requests. It is also important to note that the owner
of the 256/1500 kbps link can utilise spare capacity over the
other links provided that the wireless interface can support
multiple concurrent channels. We believe that this mode of
operation is a likely scenario in urban areas, especially incity
centres. In densely populated areas, with the current popularity
of 802.11 wireless home networking APs we will soon reach
a stage when numerous overlapping APs are commonplace.
Current systems fail to take advantage of this situation. Instead,
overlapping coverage is today thought of as competing usage
of spectrum. In our model, we view the sharing as a potential
and seek to exploit the overlap rather than to avoid it.

In order to make full benefit of this shared access scenario,
as mentioned before we envisage that the mobile devices
will have multi-channel operation capability. This opens up
enormous possibilities in terms of resource utilisation and
also a multitude of new research questions to answer. In this
project, we focus on two main research areas within this
problem space: making the access network utilise the available
resources in a collaborative fashion, and making the access
network autonomous and fault resilient. We will discuss these
areas in section IV.

III. R ELATED ARCHITECTURE

Various architectures that are designed with the goal of
providing Internet access over IEEE802.11 wireless LAN
infrastructure can be found in the literature. Hotspots started
out with a great promise of providing such access, but only
to within a limited area such as at hotels, airport lobbies, etc.



Examples of Hotspot providers include T-Mobile [13], Boingo
[5], Surf and Sip [10], Air2LAN, etc. As mentioned briefly, the
Hotspots model incurred quite significant infrastructure and
maintenance cost leading to a non-profitable business model,
following the similar downfall experienced by Metricom’s
Richochet- a single-company owned wireless access infras-
tructure [6]. Simply stated, when there is significant cost in
setting up infrastructure, it is harder for the business to thrive,
especially if the cost of the equipment and infrastructure has
to be born by a single company. It is worth noting that the
major contributing component for providing public access over
wireless networks is site costs, the cost of renting space and
maintaining the facilities for the base-stations.

Shared AP hotspots, a slightly different HotSpot model is
becoming more popular than the single-operator hotspot model
because it enables cost sharing. In this model, various HotSpot
operators come together to form a consortium, and customers
of the participating operators can access any of the operator’s
site from the consortium. The Airpath Provider Alliance
(APA) [3] is one such consortium, providing ubiquitous Wi-Fi
roaming, with over 600 providers operating over 3300 hotspots
around the world.

Architectures providing multi-hop wireless access to the
fixed Internet have also been proposed in the literature.
Hyacinth [8] and TAP [7] are two such architectures that
take advantage of 802.11’s multichannel capability. These
architectures are infrastructure intensive, as the APs have to
be specially installed for this purpose thus resembling thenon-
profitable business model of hotspots. Both architectures also
require multi-hop wireless communication among APs in order
to direct traffic to the fixed Internet. Our model does not only
focus on providing connectivity, in addition, we aim at utilising
the existing broadband connections fully. Thus, in CCN the
model provides direct connectivity to the fixed infrastructure
over a single wireless hop.

It is possible to extend our model with multi-hop wireless
where there is a gap between broadband access links. For
example, mesh networking techniques [12] can be used to
extend the coverage of CCNs. However, in this case the
advantages of CCN are largely lost and the network defaults
to a lower capacity best effort network.

IV. OVERVIEW OF FUNCTIONAL COMPONENTS

In this section we outline the two main components in
our architecture and provide an overview of the research
challenges we are concentrating on. As previously mentioned
and as illustrated in Figure 2, our architecture consist of acol-
laborative wireless access network coupled with a distributed
processing platform for processing network control and main-
tenance algorithms. Since the network has to be autonomous
it is imperative that it has the capability of configuring and
maintaining itself and only relying on the operator/ISP for
overall policy enforcement. A powerful platform translates to a
capacity of performing complex algorithmic processing which
will empower the autonomy. In the following sections, we
detail the main issues within the two components.

Fig. 2. Two Collaboration spaces in CCN

A. Collaborative Wireless Access Networks

As previously mentioned, we focus on an environment
where wireless coverage overlap in densely populated areas.
Imagine an environment with high rises of apartment blocks.
Let’s assume that every apartment deploys an AP and that there
are numerous high rises tightly located as is the case in many
major cities. In such a scenario, each spatial location may very
well be covered by tens or even hundreds of APs. Current
wireless systems do not consider such a dense deployment,
rather each AP administrator is assumed to actively try to avoid
overlapping coverage by frequency selection. This processis
flawed since a) consumers cannot be relied upon to make site
surveys and select appropriate channels and b) even if they
would have this capacity the number of non-overlapping chan-
nels is limited. For example, in IEEE 802.11b/g the number of
non-overlapping channels is 3 and in 802.11a it is 12 where 8
are used for normal access and 4 are used for outdoors point-
to-point connections. Thus, even with maximum separation it
is possible that many APs would share a channel.

Sharing a channel by APs can become a critical issue
depending on access technology and application type. Let’s
examine IEEE 802.11. This standard uses two modes of
operation for channel access depending on traffic type. The
most commonly used mode is best effort data which uses
the Distributed Coordination Function (DCF) mode, based
on Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA). If the data is delay sensitive, such as streaming
media or interactive traffic, CSMA/CA is a poor choice. The
802.11 standard offers two alternative access methods for
such traffic. First, the Enhanced Distributed Channel Access
(EDCA), which is a DCF with priority scheduling. It has been
shown that this scheme performs poorly when the channel be-
comes saturated [14]. Second, the standard offers the optional
Point Coordination Function (PCF) and Hybrid Coordination
Function (HCF) channel access modes which are based on
a polling mechanism. The support for these classes of traffic
will degrade rapidly in overlapping environments because the
polling mechanism requires a deterministic behaviour fromthe
nodes (AP is the master and computing devices are slaves).
When there are competing APs this no longer holds true and
the polling mechanisms can no longer control the environment.

Considering the above, there is a need to revise the way
channel access mechanisms are viewed and the functions they



should provide when constructing CCNs. Since the main two
aims of the project is to maximise the utilisation of the fixed
access network capacity and to provide high-accessibilityand
high-capacity public network access, we need to revisit the
very core of WLAN construction. We build our research
on three assumptions: (i) wireless devices (wireless access
points included) will be able to communicate with multiple
APs, (ii) APs will collaborate in order to achieve the best
common good, and (iii) there will be infrastructure support
for computational intensive tasks.

The first assumption can easily be realised even if the
different APs use different frequency bands if the hosts are
multi homed. In addition, more recent radio implementations
have the capability to operate in different frequency bands
concurrently which makes the implementation of multi homed
radio especially attractive. For example, the Super-G chipset
from Atheros [4] can concurrently operate in the 2.4 GHz ad
the 5 GHz bands.

We look at two major research issues within the collabora-
tive wireless access networks stream. The first research issue
we address is the configuration of the wireless environment to
achieve optimum utilisation of wireless resources. The second
research issue we address is the load balancing of traffic over
the fixed broadband links to the access points. We discuss
these below.

1) Configuration of the Wireless Environment:The goal is
to achieve optimum utilisation of wireless resources. There are
a number of dimensions to this problem. First, the available
frequency bands should be divided among the access points so
that competition for resources is kept to a minimum. Second,
radio output power can be used to limit the scope of access
points so that frequency bands can be reused. Third, the
admission of traffic should be distributed in such a way that
saturation of individual access points is avoided. Finally, since
we aim at constructing a public access network it is important
that the network not only provides high capacity but also high
availability. To this end, we investigate how to fail-safe the
communications channels by the addition of node redundancy.
In effect, if the offered traffic load allows it, nodes can be put
in stand-by mode to allow fast fail-over switching should an
active access point fail.

All these functions are negotiated by the wireless access
points resulting in network auto-configuration. We are fo-
cussing our efforts in two areas to realise this goal. The first
effort relates to the configuration itself where we use algorith-
mic techniques to determine the optimum division of resources
and configuration of individual nodes. The second effort is
related to the willingness of the access points themselves to
participate in the collaboration and behave “nicely”. To this
end we are investigating game theoretical approaches.

2) Traffic Load Balancing:The second research issue we
address is the load balancing of traffic over the fixed broadband
links to the access points. In this area we are focussing on two
individual problems: (i) the assigning (lending) of resources to
visiting nodes, and (ii) the mapping of flow characteristicsto
link characteristics. The first issue relates to admission control

for maximum utilisation of spare resources while protecting
prioritised traffic (traffic from access point site occupiers). In
this work we combine traditional admission control techniques
with machine learning techniques to be able to predict an
expected network behaviour after a flow has been admitted.
The second issue is an effort to admit flows to broadband
connections taking the symmetry of the traffic into account.
Consider an ADSL link with a downlink capacity of 1.5 Mbps
and an uplink capacity of 256 kbps. If highly symmetrical
traffic is admitted over this link the limited uplink capacity
may in effect starve the downlink. For example, if the uplink
is saturated, TCP traffic will not be able to fill the downlink
since the acknowledgments will have to travel over the uplink.
By removing some of the symmetric traffic to another link,
enough capacity can be freed for TCP to fill the remaining
capacity of the downlink.

B. Distributed Processing Platform

Our model builds on the usage of spare computational ca-
pacity at residential gateways for algorithmic processing. The
processing is done to make the access network autonomous
as discussed earlier. In this section, we detail our specific
concerns in the distributed processing part of the project.

A Collaborative Community Network (CCN) can be viewed
as a large distributed computing environment. However, such
environment has different constraints and requirements to
those of traditional high performance computing systems. One
of the major problems in a CCN environment is that of task
scheduling. Since tasks are not expected to be interrelatedin
such an environment, the problem reduces to one of task-
allocation and most of the effort will focus on load-balancing
to equally spread the load on the RG processors and maximise
their utilisation while minimising the total task execution time
[9].

In order to achieve these goals, the load-balancing mech-
anism should be ’fair’ in distributing the load across the
RGs. This implies that the difference between the heaviest-
loaded and the lightest-loaded nodes should be minimised.
Therefore, the processor load information on each RG must
be updated constantly so that the load-balancing mechanism
can be more effective. Moreover, the execution of the dynamic
load-balancing algorithm should not take long to arrive at a
decision to make rapid task assignments [15]. In general, load-
balancing algorithms can be broadly categorised as centralised
or decentralised and dynamic or static.

In a centralised load-balancing algorithm, the global load
information is collected at a single RG, called the central
scheduler. This scheduler will make all the load-balancing
decisions based on the information that is sent from other
RGs. In decentralised load-balancing, each RG in the system
will broadcast its load information to the rest of the RGs so
that locally maintained load information tables can be updated.
As every RG in the system keeps track of the global load
information, load-balancing decisions can be made on any RG.

A centralised algorithm can support a larger system as it
imposes fewer overheads on the system than the decentralised



(distributed) algorithm. However, a centralised algorithm has
lower reliability since the failure of the central scheduler
will result in the dysfunction of the load-balancing policy.
Despite its inability to support larger systems, a decentralised
algorithm is also easier to implement. In the case of CCN
a hybrid approach, which is more fault-tolerant than a cen-
tralised algorithm, is more appropriate than a fully distributed
algorithm.

Moreover, for static load-balancing problems, all informa-
tion governing load-balancing decisions is known in advance.
Even though they are easier to implement than dynamic load-
balancing they are inappropriate for CCNs. We are therefore
focussing our efforts on devising a combination of a hybrid
centralised/distributed and dynamic load-balancing scheme.

V. SECURITY ISSUES

The very fundamental security requirement for making the
CCN a viable architecture is to protect the infrastructure
owned by individual residential users from abuse by visitors.
The challenge lies in zoning of resources and properly re-
stricting and enforcing visiting access to only the broadband
access.

Having kept the home network infrastructure safe from
unauthorised users so that the gateway owners will be willing
to take part in forming a CCN, the security requirement will
be focused on two major issues: i) network access control,
and ii) data security/privacy. The recent security ratifications
from IEEE task group i (TGi) [2] has defined several security
remedies to be taken for WLANs. It has recommended 802.1X
port-based access control which includes authentication-based
key derivation [1]. An AAA server is to be used for au-
thentication and key derivation; RADIUS is commonly used
for this purpose. By using 802.11i’s four-way handshake
mechanism, various keying material is derived for use in the
communication between an AP and a MN. The weaknesses of
WEP, which was the pre-802.11i security standard of IEEE,
have been addressed by 802.11i. The outstanding matter from
802.11i is the scope of pre-authentication, and access control
decision, to be usable for CCN.

Pre-authentication was specified within the 802.11i spec-
ification for reducing the time required for authentication
during each handoff to a new AP within the same Extended
Service Set (ESS). This is because real-time applications will
suffer from the long time needed for a full EAP-TLS based
authentication proposed in the 802.11i ratifications. The reason
for this limitation to a single ESS is because the standard
stipulates the use of EAP over LAN which has a limited scope.
Since in a CCN, each AP constitutes an ESS this method will
fail and we are therefore investigating alternatives.

For WLANs, access control decision is taken usually by
the central RADIUS server on behalf of the entire network. In
the case of CCN, network access control is more complicated
because each AP represents an individual WLAN, and there
are many of them composing the access network. Each AP
may have its own criteria for allowing access which is based
on various unique contextual information. We focus on a smart

authentication solution that will be capable of the following:
i) reduce the time and/or frequency for authentication ii) be
applicable for stationary handoff due to load-balancing etc.,
and iii) be applicable in inter-domain handoffs.

VI. CONCLUSION

This paper has presented an overview of project TITAN.
The paper aims at raising awareness of the potential benefitsof
constructing public wireless access networks using residential
sites and also the problems associated with using exiting wire-
less standards for this purpose. We have presented the unique
approach of using spare capacity on residential gateways as
a distributed processing platform for advanced algorithmic
processing in order to make the network autonomous. This
distributed platform will enable the network to perform a range
of functions such as load balancing, anomaly detection and
traffic scheduling without external intervention. We have also
presented the main research problems we are investigating
within the scope of CCNs in order to build a functioning
system.

Even though this way of constructing wireless public access
networks is new and exciting, there are many outstanding
issues in need of addressing before such a system can be
deployed. A large effort is needed in determining commercial
aspects such as business models and consumer packaging. In
addition, integration into existing wide area wireless andwired
infrastructure needs to be investigated.
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